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  Generate ten different malicious pdf files with phone-home functionality. Can be used with Burp Collaborator or Interact.sh
  Used for penetration testing and/or red-teaming etc. I created this tool because i needed a third party tool to generate a bunch of PDF files with various links.


  Usage
  python3 malicious-pdf.py burp-collaborator-url
  Output will be written as: test1.pdf, test2.pdf, test3.pdf etc in the current directory.
  Do not use the https:// etc prefix on the url argument.
  Purpose
  	Test web pages/services accepting PDF-files
	Test security products
	Test PDF readers
	Test PDF converters

  Credits
  	Insecure features in PDFs
	Burp Suite UploadScanner
	Bad-Pdf
	A Curious Exploration of Malicious PDF Documents
	"Portable Document Flaws 101" talk at Black Hat USA 2020
	Adobe Reader - PDF callback via XSLT stylesheet in XFA
	Foxit PDF Reader PoC, DoHyun Lee
	Eicar test file by Stas Yakobov
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					How can we can know if the original file name has been changed
									
	
					Update now! JetBrains TeamCity vulnerability abused at scale
									
	
					Is it possible to infect a monitor via HDMI plus Ethernet [duplicate]
									
	
					Secrets Sensei: Conquering Secrets Management Challenges
									
	
					You have to obtain the secret {FLAG} and submit as answer to get solve the challenge? [closed]
									
	
					Cisco Issues Patch for High-Severity VPN Hijacking Bug in Secure Client
									
	
					QEMU Emulator Exploited as Tunneling Tool to Breach Company Network
									
	
					CVE-2024-2318 | ZKTeco ZKBio Media 2.0.0_x64_2024-01-29-1028 Service Port 9999 /pro/common/download fileName path traversal
									
	
					CVE-2024-2317 | Bdtask Hospital AutoManager up to 20240227 Prescription Page improper authorization
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							Contact Me
			Address: Kuzyaka District Milas Mugla

ZIP: 48200

Mobile Phone: 05386281520

E Mail: caglararli @ hotmail.com-caglararli @ gmail.com

Web Site: www.caglararli.com.tr – www.caglararli.webnode.com.tr-www.caglararli.blogspot.com

Working Hours: 7.00-22.00

Working Days: Sunday – Tuesday – Wednesday – Thursday – Friday – Saturday
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